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Adversarial attacks



16 février 2023Commissariat à l’énergie atomique et aux énergies alternatives Auteur

Démonstration AI vs WILD
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Learning
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Linear models (example from Kolter & Madry)
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Other strategies for neural networks
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Strategies
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1. Find a lower bound to the optimization objective

2. Solve the optimization problem exactly

3. Upper bound of the optimization problem, by finding convex relaxation of the network structure
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Defending against adversarial attacks
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Key insight from first part
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Adversarial attacks
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Outer minimization
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Defense strategies
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Adversarial training
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Adversarial training
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Algorithm and results
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Convex relaxation for provable defense
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Convex relaxation of ReLU-based networks
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Provable defense
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Illustration
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Defense through randomization
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Illustration
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Démonstration AI vs WILD
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Randomized classifiers
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