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Introduction

e Machine learning models recently gave outstanding results (e.g. vision, NLP)

e Industries and governments are starting to use them in critical applications

Al-driven Technologies Decision-making Tools Personal Devices
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Introduction

Data Protection
Data Storage

Privacy

Trustworthy
Machine Learning

Machine Bias
Accountability
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Adversarial attacks
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Démonstration Al vs WILD
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n Linear models (example from Kolter & Madry)
e IR
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= np.linspace(-4,4)
plt.plot(x, np.log(l+np.exp(-x)))
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Other strategies for neural networks

import torch
import torch.nn as nn

—

import torch.optim as optim

orch.manual seed(8)

C
\’\/' ‘_’_ . . /,{ Jﬂ odel = nn.Sequential({nn.Linear(1,188), nn.ReLU(),
) = . ( /S (‘ / / 6 ’ nn.Linear(18@,160), nn.ReLU(),
| T 1 L nn.Linear(18@,188), nn.ReLU(),
nn.Linear(188,1))

pt = optim.SGD(model.parameters(),lr=1e-2)

or _ in range(18@):
loss = nn.MSELoss () (model(torch.randn{1@e,1)), torch.randn(128,1))
d — opt.zero grad()
- loss.backward()
Ve o/ (4

opt.step()
plt.plot{np.arange(-3,3,2.81), model{torch.arange(-3,3,8.81)[:,None]).detach().numpy ()}

plt.xlabel("Input")
plt.ylabel("Output™)
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Strategies

1. Find a lower bound to the optimization objective

Solve the optimization problem exactly

Upper bound of the optimization problem, by finding convex relaxation of the network structure

o M Aot

Commissariat a I’énergie atomique et aux énergies alternatives Auteur 16 février 2023



Defending against adversarial attacks
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g Key insight from first part
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Adversarial attacks
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Label: "cat" Label: "dog"
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Outer minimization

Label: "cat"
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g Defense strategies
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m Adversarial training
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n Adversarial training
/
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m Algorithm and results
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n Convex relaxation for provable defense
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Convex relaxation of ReLU-based networks
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n Provable defense
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lllustration

Simple 2D toy problem, 2-100-100-100-2 MLP network, trained with Adam
(learning rate = 0.001, no hyperparameter tuning)
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Standard training Robust convex training
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g Defense through randomization
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Illustration

lake
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Démonstration Al vs WILD
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E Randomized classifiers
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