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Safety and robustness — Key factors in autonomous systems innovation

» Safety of robotics applications must be guaranteed
» Legal directives and standards compliance must be fulfilled!

» Avoid emergency stops and ensure system stability
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n “Safety”, “Functional Safety” and “Safety of the Intended Functionality”

Safety is the condition of being protected from harm or other non-desirable
outcomes. It can also refer to risk management.

Functional safety is the part of the overall safety of a system or piece of
equipment that depends on automatic protection operating correctly in
response to its inputs or failure in a predictable manner.

Safety of the Intended Functionality (SOTIF) concerns with guaranteeing the
safety of a functionality that can have safety risks in the absence of a fault.
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How to anticipate the fault impact on the system to ensure safety?

If a fault develops here
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System Design Model

Adaptive control methodology for
2 2-dof manipulator using Simulink
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How to support design, verification and validation to achieve and maintain the SOTIF?

Guidance on measures to ensure the absence of unreasonable risk due to a hazard caused
by insufficiencies of functionalities where proper situational awareness is essential to safety
and where such situational awareness is derived from complex sensors and processing
algorithms, including Al

» SOTIF is crucial to achieve trustworthy Al-based

systems
e.g., autonomous shuttles for passenger transportation
near activity zones, living areas open to pedestrians, etc.

» Challenges:
complex/changing operational contexts;
data noise, ambiguous scenarios;
degraded sensor quality and sensor failures.
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cea Model-driven engineering as a key enabler for design and V&V of safe autonomous systems

formal process, formal process,
based on models based on models

SA Methods Safety Assessment System Development System Validation
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Exemplification Agenda, based on Papyrus 4 Robotics framework

» Definition of the operational domain of Al system functions
ODD specification

E Ollier, G., Razafindrabe, D., Adedjouma, M., Gerasimou, S., Mraidha, C., 2022. « Using Operational Design Domain in Hazard
Identification for Automated Systems », In proceedings of 18th European Dependable Computing Conference.

» Identification of critical system functions based on safety standards
Papyrus for Robotics support for HARA, FMEA, FTA

Radermacher, A., Morelli, M., Hussein, M. and Nouacer, R., 2021. "Designing Drone Systems with Papyrus for Robotics".
In Proceedings of the 2021 Drone Systems Engineering and Rapid Simulation and Performance Evaluation: Methods and Tools Proceedings.

Jihad, H.E., Adedjouma, M. and Morelli, M., 2021. "Automated Fault Tree generation in Open-PSA from UML Models".
In 2021 28th Asia-Pacific Software Engineering Conference. IEEE.

IR NN

» Functional safety through anticipation of faults’ impacts on the system
Papyrus for Robotics support for simulation-based Fl

Uriagereka, G.J., et al., 2019. "Design-time safety assessment of robotic systems using fault injection simulation in a model-driven approach".
In 2019 ACM/IEEE 22nd International Conference on Model Driven Engineering Languages and Systems Companion (MODELS-C). IEEE.

» Guidance on measures to ensure the safety of the intended functionality (SOTIF)
Combined process based on knowledge engineering and simulation for the identification and
evaluation of unsafe scenarios in autonomous driving systems

=| Arnez, F,Ollier, G,, et al., 2022. "Skeptical Dynamic Dependability Management For Automated systems". In Euromicr'D!Cg;\SRT r'\ITCU)} e
- A
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Operational Design Domain (ODD) definition

Context: In practice, the number of possible scenarios which have to be managed by an automated tends to be
infinite. Because the NNs learned from data, it is impossible to ensure that these data capture the infinite number of
scenarios in which automated systems must operate, which makes their safety evaluation challenging.

Goal: We need a mean to define the scenario-space in which the automated system must operate safely without
having to enumerate the different scenarios individually. The scenario-space is specified through the operational
design domain.

SOTIF related Hazard
3 1dentif and Ris]

Operating conditions under
which a given driving
automation system or feature
thereof is specifically designed
to function, including, but not
limited to, environmental, )
geographical, and time-of-day

restrictions, and/or the

requisite presence or absence

of certain traffic or roadway

characteristic.

ODD

B INSTITUT

*Definition from SAE J3016 ‘ CARNOT NIt
- PARIS-SACLAY

Commissariat a I’énergie atomique et aux énergies alternatives 20/01/2023




Operational Design Domain:
From Operational Domain to ODD and scenarios

Ontology Domain- specific Operational
for Automated Ontology Domain
Systems + Contains
¢ Contains relevant concepts to
¢ (Contains cross- concepts to describe the
domain concepts| Jescribe the environment
to describe the environmentfora| for a specific
environment specific domain system
(e.g, weather, (e.g, automotive, |* Represents
maneuvers, avionic, railway) the system

r = > -
CARNOT NI INISIIZS

human Operator) scenario-
ace.
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From Operational Domain to ODD and scenarios

The structuring of scenarios can be achieved following a number of approaches, e.g.:
v’ descriptions from the outside of the ADS (e.g. 6-layer approach, 1ISO/DIS 34503, PAS 1883)

Scenery \ [ Environmental } [ Dynamic 1

elements

conditions
Zones
| —

Weather
Drivable area

Particulates
Junctions

lllumination
Special structures

Connectivity

Fixed road structures

Temporary road structures

Traffic

Subjective vehicle

Top-level taxonomy with ODD attributes

~ Layer 6
Hiane i LQO Data and communication
@ o- C Layer 5
24O . .y
e B P === Epvironment conditions
P ) T wols Layerd
—_— oG TR Movable objects
=== a i gﬂ Layer 3
i = e

Temporal modifications

j} cﬁ?—%‘fﬁ*) o Layer 2

Traffic infrastructure

Layer 1

- ~— Street layer

— \ )
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*Source: PAS 1883

Attribute Sub-attribute Sub-attribute Capability
Drivable area type Mextorways (M) - Yo
Radial roads (A-roads) Yes
Distributor roads (B-roads) Yes
Minor roads No
Lane spacification MNumber of lanes — s, minimum of two
lanes
Lane dimensicns Minimurmn 3.7 m
Lane type Bus lane Mo
Traffic lane s
Cycle lane N
Tram lane MNe
Emergency lane Mo
Other special purposa Mo
lane
Direction of travel Right-hand traffic
Left-hand traffic Yes

Attribute Sub-atiribute | P—— Capability
Drivable area geometry Horizontal plane Straight roads Yes
— Curves Yes —up to 17500 m
(radius of curvature)
Vertical plane Up-slope Yes
Down-slope Yes
Level plane Yes
Pavement Yes
Barrier on the adge Mo
Types of lanes together Only traffic lane
Drrivable area surface type | Asphalt — Yes
Cancrete Yes
Cobblestone MNa
Gravel Hao
Granite setts No
Drivable area signs Type Regulatory Yes
Warning Yes
Information Yes
Time of operaticn Part-time N
Full-time: Yes
State Variable Yes
Uniform Yes

200017202



From Operational Domain to ODD and scenarios

The structuring of scenarios can be achieved following a number of approaches, e.g.:
v’ descriptions from the inside the ADS (e.qg. 3-categories approach, ISO/DIS 34502 approach)

Surrounding
Perception Targets ™ [ Body input ]
/ Cutin [
/ Sowh iy P e Layer 6: Digital information / 4 " %-) | ]
/ S oL [ - Layer 5: Environmental conditions / e Road Natural
Loyt \-;T[ Layer 4 : Moving objects | geometry phenomena
Apies l Layer 3 : Temporal modifications and events o %
e oo r-. 5
s Layer 2: Road furniture and rules / B | l | I
e == || taver1: Road layer : T ; E ] Lateral Longitudinal
/ / R oo glrad‘ic(m : slops Curvature |[| Crosswind | Tailwind Head wind
.:’ oblects % 5
| {_L,‘ \ ‘ 2
pedostrian| | Animals |
l e 0.2¥
g5 @ 66
/ Blind spot / OHD sioct =t de S g motorcycle position and moflon
Into specific locations From specific locations .
1 } 1 x mmn \stice Dé:ﬁz?:m to Accelt;t::onm Lane Z:'a:oe to a:;‘:)?('n Ao Retreat ﬁre :nput J
[ Blind spot vehicle ] [ Road structure ] [ Road shape J Lanekeep |ONBSEE! RSN |(TTams GRS (| O S i L ‘
i No.1 No.2 No.3| No.a No. No.6
Lane change - = - o - =
Road surface Tire
/ Connectivity / tenekeny = = No.7 oin- - - -
Y Merging zone L [
| Lane change - - - - - - I ¥ l l I l
Lane ki - - s - - - ic f
Departure. | ot ? i Couffic i " Reemal b Puncture Wear
zone e of friction on the tire
e ne change - - - - - -

Perception related critical scenarios Traffic related critical scenarios  Vehicle control related critical scenarios
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From Operational Domain to ODD and scenarios

v' ODD definition and formalization using OpenODD language

#Composition statements

§ Suitable geofenced areas is [predefined route]

| Suitable regions or states is [Ottawa Canadal]

Suitable zones are [regions or states, geofenced areas]
§ Cond_1 Conditional drivable area type are [minor roads, parking, shared space]
Cond_2 Conditional horizontal plane is [curved roads]
Unsuitable transverse plane is [divided]

Suitable types of lane together is [traffic lane]
Suitable lane dimension is [3.7,®]

iy Suitable lane marking is [2, ]

B Suitable lane type is [traffic lane]

~ gk ? oy : APy REAR™ suitable number of lanes is [2, ]
« "'\\ - Tom : L - j Suitable direction of travel is [right hand travel]
0 S - o _— St ‘Canada * . = T . Unsuitable drivable area signs is [variable]
LS Frotection - ’ ™ . pa| Suitable drivable area edge is [line markers, solid barriers]

Hfdrq‘ R Unsuitable induced drivable area surface conditions are [flooded roadways, mirage]

Suitable drivable area surface type is [uniform]
Suitable roundabout is [normal]
fl Suitable normal is [non signalised]
I Unsuitable intersection is [staggered, grade separated]
Suitable special structures is [pedestrian crossing]
I\ ; + : i Unsuitable temporary road structures is [construction site detours]
';ﬁ anne Mant rdﬁm”q ot W " ; . Unsuitable wind are [near gale, gale, strong gale, storm, violent storm, hurricane-
‘ A ) force]
4 ! o\ - : 8 Unsuitable rainfall is [violent rain, cloudburst]
aX i T -5 LB / Y & e > | Suitable temperature is [-30,40 C]
- 5 A Suitable particulates is [non precipitating water droplets]

Suitable vehicle to infrastructure is [cellular]
P Suitable positioning is [global positioning]

fl Suitable subject vehicle speed is [0,15 km/h]

VA , \ . ' ) #Conditional statements
: Gd“ \ N g™ cond_1 Suitable speed of subject vehicle for [minor roads] is [@©,15 km/h]
) . A5 TN - L cond_1 Suitable speed of subject vehicle for [parking, shared space] is [0,10 km/h]
) \h\_“ - \ N Cond_2 Unsuitable radius of curved road is [0,5 m]
B I NSTITUT >
*Source: SO 34503-#:####(X)-WD 34503 - r11.0 ol | universite
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From Operational Domain to ODD and scenarios

Scenario description can be done at functional, logical, concrete levels

Functional scenarios Logical scenarios Concrete scenarios
Base road network: Base road network: Base road network:
three-lane motorway in a curve, Lane width [2.3..3.5] m Lane width [3.2] m
100 km/h speed limit indicated by Curve radius [0.6..0.9] km Curve radius [0.7] km
traffic signs Position traffic sign [0..200] m Position traffic sign [150] m
Stationary objects: Stationary objects: Stationary objects:
Moveable objects: Moveable objects: Moveable objects:

Ego vehicle, traffic jam;

X ) End of trafficjam [10..200] m End of trafficjam 40m
Interactlonl: EE° In ""a”‘?“"ef Traffic jam speed  [0..30] km/h Traffic jam speed 30 km/h g7
,,approac}?m.g on the middle Ego distance [50..300] m Ego distance 200 m — :
lane, traffic jam moves slowly Ego speed [80..130] km/h Ego speed 100 km/h : : Layer 6: Digital Information
Environment: Environment: Environment: 5 o zg-g- )'le information,
Summer, rain Temperature [10..40] °C Temperature 20°C igital map
Droplet size [20..100] um Droplet size 30 um Layer 5: Environment
*  Weather, lighting and other

surrounding conditions

v" Do we need to include occupants and
vehicle status?

Layer 4: Objects
* Static, dynamic, movable
* Interactions, maneuvers

Layer 3: Temporary manipulation of
Layer 1 and Layer 2

* Geometry, topology (overlaid)

* Time frame > 1 day

Layer 2: Traffic Infrastructure

* Boundaries (structural)

» Traffic signs, elevated barriers

Layer 1: Road-Level
* Geometry, topology
* Quality, boundaries (surface)

*Source: https://www.pegasusprojekt.de/de/about-PEGASUS
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Exemplification Agenda

» Definition of the operational domain of Al system functions
ODD specification

E Ollier, G., Razafindrabe, D., Adedjouma, M., Gerasimou, S., Mraidha, C., 2022. « Using Operational Design Domain in Hazard
Identification for Automated Systems », In proceedings of 18th European Dependable Computing Conference.

» Identification of critical system functions based on safety standards
Papyrus for Robotics support for HARA, FMEA, FTA

Radermacher, A., Morelli, M., Hussein, M. and Nouacer, R., 2021. "Designing Drone Systems with Papyrus for Robotics".
In Proceedings of the 2021 Drone Systems Engineering and Rapid Simulation and Performance Evaluation: Methods and Tools Proceedings.

Jihad, H.E., Adedjouma, M. and Morelli, M., 2021. "Automated Fault Tree generation in Open-PSA from UML Models".
In 2021 28th Asia-Pacific Software Engineering Conference. IEEE.

IR NN

» Functional safety through anticipation of faults’ impacts on the system
Papyrus for Robotics support for simulation-based Fl

Uriagereka, G.J., et al., 2019. "Design-time safety assessment of robotic systems using fault injection simulation in a model-driven approach".
In 2019 ACM/IEEE 22nd International Conference on Model Driven Engineering Languages and Systems Companion (MODELS-C). IEEE.

» Guidance on measures to ensure the safety of the intended functionality (SOTIF)
Combined process based on knowledge engineering and simulation for the identification and
evaluation of unsafe scenarios in autonomous driving systems

=| Arnez F, Ollier, G., et al., 2022. "Skeptical Dynamic Dependability Management For Automated systems". In Euromicr'D!Cg;\SRT r'\ITCU)} e
- A
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Standard-based hazard analysis and risk assessment HAZARD Vs  RISK

=
A HAZARD is something RISK is the likelihood ‘7’:—
that has the potential of a hazard
to harm you causing harm 1l
>
Q)
N
safety ]
. Q.
engineer
x
[¢]
; x
behavior '8
developer Task/skill 2
=
(0]

behavior

system
builder

» HARA is performed following ISO 10218-2:2011.
list all the relevant hazards at system and behavior level and compute their risk index.
The risk analysis table structure is extracted from ISO/TR 14121-2:2007.

Hazard Analysis and Risk Assessment view
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Complementing HARA with FMEA

» HARA is a preliminary analysis step, needs to be completed with FMEA
from hazardous situations to failure modes, causes and effects = FM criticality is automatically computed

[t5 Project Explorer % Model Explorer &= = B ||”? QuadrotorCtricdef.di 23] = 8 1
= g - A B c D E
v 43 «ComponentDefinitionModel, SModel» QuadrotorcCtrl Name Description Causes Local Effects System Effects
v @ «SSafetyArtifacts» SafetyArtifacts
v (SFMEA FMEA i illMod il d bug; Faulted imited pitch control; Ind
v % «sBlockFMEA» QuadrotorCtrlcdef 0 ' FMEAActuatorFMOscillMode | FMEAActuatorFMOscillMode | Actuator oscillatory mode  Software bug; Faulted RxMux Limited pitch control; Induce... LOM, LOV
% FMEAActuatorFMOscillMode
() FMEAActuatorFMDeadband
) FMEAActuatorFMFloatSurf
£ Table FMEATable0 1 @ FMEAActuatorFMDeadband FMEAActuatorFMDeadband Actuator increased deadban... Damaged servo driveshaft  Slow actuator dynamics; Lim... LOM
» =] «ComponentDefinition, SBlock» Quadrotorctricdef
»E} «EPackage, ModelLibrary» UML Primitive Types
» B «ModelLibrary» Ecore Primitive Types
o000
2 @  FMEAActuatorFMFloatSurf FMEAActuatorFMFloatSurf Actuator floating surface  Broken linkage; Brokenservo...  Limited pitch control; LOC LOM, LOV
welcome |t|‘ QuadrotorCtrlcdef_ESFArchitectureDiagram0 \E FMEATable0 2 |
G H I ] K
Initial Severity Initial Occurence Is Detectable Initial Detectability Initial Criticality
0 @ FMEAActuatorFMOscillMode 9 1 | 5 45
]
1 @ FMEAActuatorFMDeadband 6 1 ] 5 30
o060 ]
2 @  FMEAActuatorFMFloatsurf @ @ ] 5 180
]

Welcome ||3 Quadrotorctrlcdef ESFArchitectureDiagram0 |E FMEATable0 &2 \
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Complementing with compositional safety analysis

safety
engineer

component
supplier

system
builder

safety
engineer

» From failure modes (causes/effects) to feared events Fault Tree Analysis (FTA) View
mINSTITUT o
o . . . i CARNOT e
» Combination/Propagation of failures on the architecture, and cut-sets - A8 Universite
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Exemplification Agenda

» Definition of the operational domain of Al system functions
ODD specification

E Ollier, G., Razafindrabe, D., Adedjouma, M., Gerasimou, S., Mraidha, C., 2022. « Using Operational Design Domain in Hazard
Identification for Automated Systems », In proceedings of 18th European Dependable Computing Conference.

» Identification of critical system functions based on safety standards
Papyrus for Robotics support for HARA, FMEA, FTA

Radermacher, A., Morelli, M., Hussein, M. and Nouacer, R., 2021. "Designing Drone Systems with Papyrus for Robotics".
In Proceedings of the 2021 Drone Systems Engineering and Rapid Simulation and Performance Evaluation: Methods and Tools Proceedings.

Jihad, H.E., Adedjouma, M. and Morelli, M., 2021. "Automated Fault Tree generation in Open-PSA from UML Models".
In 2021 28th Asia-Pacific Software Engineering Conference. IEEE.

IR NN

» Functional safety through anticipation of faults’ impacts on the system
Papyrus for Robotics support for simulation-based Fl

Uriagereka, G.J., et al., 2019. "Design-time safety assessment of robotic systems using fault injection simulation in a model-driven approach".
In 2019 ACM/IEEE 22nd International Conference on Model Driven Engineering Languages and Systems Companion (MODELS-C). IEEE.

» Guidance on measures to ensure the safety of the intended functionality (SOTIF)
Combined process based on knowledge engineering and simulation for the identification and
evaluation of unsafe scenarios in autonomous driving systems

=| Arnez F, Ollier, G., et al., 2022. "Skeptical Dynamic Dependability Management For Automated systems". In Euromicr'D!Cg;\SRT r'\ITCU)} e
- A
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Design-time safety assessment using fault injection simulation

» Faults

data arrives too late (communication delay)
data are corrupted, etc.

» How does the system react to faults?
faults can even jeopardize the system stability

» Process

annotate system model with a fault specification

generate “Saboteur” component from specification, inject it into architecture

simulate, simulate, simulate

observe run-time behavior and refine the design:
under which conditions the system stability is jeopardized?
which are appropriate strategies to add to the architecture design and ensure the mitigation of fault effects?
which is the lowest response time that a monitor must have to trigger mitigation measures?

B INSTITUT o

‘CARNOT université
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Robustness of robotics systems can be assessed against faults injected in controlled experiments.

- mrrer Y e S —



iz - s
i e e — 1 e
-E?r e e | e an %ﬂ—h_&*
b= fAr —
L | #4%55_._..._.
] B Bl nmm —
L 3 -
b pda $- Hardware
1 ere— ] i N
e jf.-..-m , L.F_ communication
i = - (real/simulated)
|Tr-=—m'— I; R
Tn—m I—Li'-
S—
N — B . | TR
A ] e [ — —Lr-uh.u

[E P

Saboteur

System
Component Fault Maximun
Function Fault Model Potential Effect Response
Target Time
(ms)

The velocity increase

I;ral.ﬁftﬁrt Sensor Stuck-at 0 exceeding the maximu 27
ontrofie robot velocity
The velocity increase
Trajectory Sensor S!uclzitef_ast exceeding the maximu
Controller robot velocity

Commissariat a I'énergie atomique et aux énergies alternatives

Recap on design-time safety assessment using fault injection simulation

thanks

@ tecnalia ) iz

MDE-based simulated fault injection enables :

» quantitative assessment of safety properties of
interest

» refinement cycles of design until reaching the
required level of safety

» exploration of mitigation strategies to potential
hazards in early development phases
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Exemplification Agenda

» Definition of the operational domain of Al system functions
ODD specification
Ollier, G., Razafindrabe, D., Adedjouma, M., Gerasimou, S., Mraidha, C., 2022. « Using Operational Design Domain in Hazard
Identification for Automated Systems », In proceedings of 18th European Dependable Computing Conference.
» Identification of critical system functions based on safety standards
Papyrus for Robotics support for HARA, FMEA, FTA

Radermacher, A., Morelli, M., Hussein, M. and Nouacer, R., 2021. "Designing Drone Systems with Papyrus for Robotics".
In Proceedings of the 2021 Drone Systems Engineering and Rapid Simulation and Performance Evaluation: Methods and Tools Proceedings.

Jihad, H.E., Adedjouma, M. and Morelli, M., 2021. "Automated Fault Tree generation in Open-PSA from UML Models".
In 2021 28th Asia-Pacific Software Engineering Conference. IEEE.

IR NN

» Functional safety through anticipation of faults’ impacts on the system
Papyrus for Robotics support for simulation-based Fl

Uriagereka, G.J., et al., 2019. "Design-time safety assessment of robotic systems using fault injection simulation in a model-driven approach".
In 2019 ACM/IEEE 22nd International Conference on Model Driven Engineering Languages and Systems Companion (MODELS-C). IEEE.

» Guidance on measures to ensure the safety of the intended functionality (SOTIF)
Combined process based on knowledge engineering and simulation for the identification and
evaluation of unsafe scenarios in autonomous driving systems

=| Arnez F, Ollier, G., et al., 2022. "Skeptical Dynamic Dependability Management For Automated systems". In Euromicr'D!Cg;\SRT r'\ITCU)} e
- A
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Limitations of current solutions when dealing with SOTIF

=

Current solutions rarely enable the assessment of the effects of functional insufficiencies of learning-
enabled components L e

« Validation of the driving logics by simulation
Solving ODE/physics simulation but
with limited rendering realism and simplistic sensor models
- unable to run realistic Al-based perception pipelines

« Parameterizable elements in the operational scenarios Functional scenarios | | Logical scenarios

Concrete scenarios
. . . . . . . . . . L idth: [2.5m-3.5
Vehicle, pedestrian, road, sign, traffic light status/attributes parameterizable Seting:nersecton oo eomect (1 omie T |Lane width: 3.0m
at the level of concrete scenarios tumn. 2om'sl Ego speed: 1.3m/s
. . . Bike crosses street. ike speed [0.8m/s- Bike speed 1.0m/s
- large number of low-level scenario descriptions needed 1.2m/s]

- no support for intelligent generation of scenarios from higher-level specs [ Lovel ot b ——————~—"
- simulator-specific (migration to other technologies may require big effort) D ————
Number of scenarios

Menzel et al. [2018]

« Parameterizable failure models
Failures of perception and localization systems can be simulated
only in a simplistic way (non-perception time over an acquisition perdiod)

- complicates the design of mitigation policies in ambiguous situations
(e.g., wrong information perceived) or of policies aware of perception uncertainty

universite
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Combined process based on knowledge engineering and simulation for the identification
and evaluation of unsafe scenarios in autonomous driving systems

accident dataset with risk scores

I
models of operational
design domains

logical scenarios

ros2 SW architecture
— = .
— of ego vehicle(s)
(automatically-generated

from MBSE specs)

. USEr process

automated tool process . .
simulation traces

8 produced dataset, model/code artifacts

concrete scenarios
(e.g., scenario_runner)
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L View in Editor

) ODD
1. Search an item in the tree

structure and select it.

Operating Condition Exceptions

concrete scenarios
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Autonomous Driving Agent’s
SW Architecture
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» = launch
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~ (= NavigationCompdef
» [ Navigation_impl.cpp
» [1 Navigation_implLh
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~ (= NavigationCompdef
b = globalenums
b [£ Navigation_main.cpp
» [5 Navigation_main.h
» [¢ Navigation.cpp
» [8 Navigation.h
b [1 Pkg_NavigationCompdef.h
~ (= sreskel
~ (= NavigationCompdef
b [¢ Navigation_impl.cpp
b [A Navigation_implh
2 CMakeLisks.txt
2 package.xml

5 Project Explorer 52 | &: Model Explorer

Autonomous Driving Agent’s
Behavior Logics

ros2 SW architecture
of ego vehicle(s)
(automatically-generated
from MBSE specs)
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(e.g., scenario_runner)
Commissariat a I'énergie atomique et aux énergies alternatives

ros2 SW architecture
of ego vehicle(s)
(automatically-generated
from MBSE specs)
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On-line verification of safety properties

model+property

» No complex system can be considered as fault-free

. pe . . . . Decisional |
= Unspecified situations may also induce a hazardous behavior ec's'°ga . Satety
Reactive layer
. . . Obpervation

= Safety monitors observe the system and its environment, and ; L ervention

trigger interventions to keep the system in a safe state IR

g:] Camera
» Approaches — -
= Automated generation of run-time monitors from property P - _
~J Edit expression ] X
specifications (in models) e —
b. |MCD - DropBlock2D | Language (| X2 always (out_image implies then
’\[oon ) S — time_until (out_image)=1000 / fps)
. . . "pnoc
Use the uncertainty from |n-termed|ate .Iatent D Q /0 . S
features for OoD detection in a semantic L e
. Latent Space

segmentation tasks sample -

CEA built a (data-driven) monitoring function - -

for OoD detection using latent-feature e

uncertainty o -
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Conclusions

» Papyrus for Robotics
- “umbrella framework that collects a set of Papyrus-based DSLs and tools and supports the design of

robotic systems in conformance with the RobMoSys approach”

- Support code generation to ROS2 with roundtrip engineering capabilities
- Provides plugins and bridges to external technologies to support safety assessment of autonomous

systems

» Identification of critical system functions based on safety standards
- Papyrus for Robotics supports HARA, FMEA, FTA

» Functional safety through anticipation of faults’ impacts on the system
- Papyrus for Robotics supports simulation-based Fl

» Guidance on measures to ensure the safety of the intended functionality (SOTIF)
- Combined process based on knowledge engineering and simulation for the identification and
evaluation of unsafe scenarios in autonomous driving systems

- Run-time monitoring of safety properties
= Automated generation of run-time monitors from property specifications (in models)

= data-driven monitoring for OoD detection in a semantic segmentation tasks using Iatent—feattﬂ.rq Hl}cgﬁadnrty
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